Abstract We introduce the concept of augmented watermarking in which in addition to the hidden watermark placed within the image an explicit watermark-dependent random sequence (noise) is added to it. The receiver first detects the watermark, computes the random sequence for which the watermark serves as the seed, and then subtracts out this random sequence. This system can be devised with several watermark and noise layers which define a regime in which different users have different rights related to the quality of the signal.
Introduction
Consider the problem of broadcasting noisy versions of a signal together with side information so that individuals with digital rights can recover the noise-free, high-quality signal from it. Here, we propose a solution to this problem based on the concept of what we call augmented watermarking. In this technique, explicit watermark-dependent noise is added in addition to the hidden watermark placed within the signal. The receiver first detects the watermark, computes the random noise sequence for which the watermark serves as the seed, and then subtracts out the noise. This system can be devised with several watermark and noise layers which define a regime in which different users have different rights related to the quality of the signal.
The proposed technique generalizes the idea of recursive secret sharing, which appeared in the pages of this Journal a few years ago [2] . The earlier technique used a threshold scheme with two shares in which several secret messages were hidden in one of the shares of the original image and each of these could serve as a watermark for authentication and other applications. In the new technique proposed in this paper, not only authentication but also the question of varying digital rights can be addressed.
For illustration, we consider the 512 Â 512 image of Lena, here represented by I(x, y). The image is watermarked using a spread spectrum technique, and noise, based on the watermark, which is also the key, is added to the watermarked image. Assume b(x, y) is the spreading signal, and let the key for generating the PN sequence W(x, y) be key1. The watermarked image I w (x, y) is therefore: I w ðx; yÞ ¼ k 1 Â W ðx; yÞ þ Iðx; yÞ ¼ aðx; yÞ Â bðx; yÞ þ Iðx; yÞ where I w ðx; yÞ denotes the watermarked image. Iðx; yÞ denotes the actual cover image. W ðx; yÞ denotes a pseudorandom noise pattern that is added to the image. k 1 denotes the gain factor with which the sequence is embedded.
Let the key for embedding the noise sequence into the watermarked image be key2. The watermark is resized and split into bits of length t, and each bit string is converted into a decimal number and the elements are concatenated into the key. For example, consider the following 9 Â 12 image to be the watermark:
The image is read in the from of a matrix (9 Â 12) as The elements of the matrix are rearranged, column wise, into a single array and two zeros appended at the end to make it divisible by our choice of t ¼ 5 (and each block of 5 bits is converted into a decimal number, which is the key for embedding the noise): The value of gain for embedding the watermark, and the value of gain for adding the noise, should be proportional to the length of the substring used to calculate the noise key. Ordinarily, gains in the range 0.2 to 2 are used. For simulations where heavy noise is added to distort the image to the maximum extent, gains in the range 2 to 20 are used. The watermark should be small for the spread spectrum watermarking.
The peak signal to noise ratio (PSNR) is a measure of the noisification of the image. As the noise is added with a high gain, the PSNR, changes as shown in Figure 3 . But once the watermark has been recovered, the noise will be subtracted out.
Image Retrieval
The receiver first calculates the watermark. The key for adding the noise is obtained from the watermark using the same algorithm by which it is calculated at the sender's end, and the noise is removed from the image. This leaves the receiver with the watermarked image. Using the key which is used for embedding, the watermark is removed from the image to obtain the original image, if so desired. It is assumed that the gain factors are known in advance to the receiver, or they might be sent as part of the protocol that sets up the communication. Experiments were conducted on augmented watermarking by using different kinds of random sequences (PN, as well as decimal) in a spread spectrum watermarking technique. The gain for embedding watermark into the image was k 1 ¼ 20, and the gain for adding noise to the image was k 11 ¼ 50. Figure 5 presents the various steps for augmented watermarking using decimal sequences; the results for PN sequences are similar.
We now provide an illustration of this technique for a general frequency domain watermarking system as shown in Figure 6 . Consider the case of the DCT domain. On applying the discrete cosine transform to the original image to be Iðx; yÞ, I dct ðx; yÞ ¼ DCTðIðx; yÞÞ:
The image after watermarking is I w ðx; yÞ ¼ I dct ðx; yÞ þ k 11 Â W ðx; yÞ:
Noise is added to the watermark at this stage. This noise is retrieved from the watermark as in the previous methods.
The gain for embedding watermark into the image, k 1 ¼ 2 and the gain for adding noise to the image, k 11 ¼ 50. Here, the watermark itself affects the quality of the image, but when it, together with the embedded noise, is removed, the image is recovered perfectly (Figure 7 ).
Conclusions
Assume an image is watermarked with, say, three images a 1 ðx; yÞ, a 2 ðx; yÞ, and a 3 ðx; yÞ, where the spreading sequences be b 1 ðx; yÞ, b 2 ðx; yÞ, and b 3 ðx; yÞ. Assume, further, that if user A has partial rights, he can only remove one of the watermarks obtaining an image that is clearer compared to that of the final watermarked image but much noisier than the original image. We may consider multiple watermarks overlaid on top of one another, so that the clarity of the image seen by the end user depends on the digital rights of a person. Thus, the method of augmented watermarking can be used for the design of a DRM system. 
